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Printing and Saving Instructions

TLC recommends that you download and save this pdf document and
assignment to your computer desktop and open it with Adobe Acrobat DC
reader.

Adobe Acrobat DC reader is a free computer software program and you can
find it at Adobe Acrobat’s website.

You can complete the course by viewing the course on your computer or you
can print it out. This course booklet does not have the assignment (the test).
Please visit our website and download the assignment (the test).

Printing Instructions: Once you have purchased the program, we will give
you permission to print this document. |If you are going to print this
document, it was designed to be printed double-sided or duplexed but can
be printed single-sided.

Internet Link to Assignment...
http://www.abctlc.com/downloads/PDF/Terrorism ASSIGNMENT .pdf

State Approval Listing Link, check to see if your State accepts or has pre-
approved this course. Not all States are listed. Not all courses are listed. Do
not solely trust our list for it may be outdated. It is your sole responsibility to
ensure this course is accepted for credit. No refunds.

Professional Engineers; Most states will accept our courses for credit but
we do not officially list the States or Agencies.

State Approval Listing URL...
http://www.abctlc.com/PDF/CEU%Z20State%20Approvals.pdf

You can obtain a printed version from TLC for an additional $149.95 plus
shipping charges.

All downloads are electronically tracked and monitored for security purposes.
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http://www.abctlc.com/downloads/PDF/Terrorism
http://www.abctlc.com/PDF/CEU%20State%20Approvals.pdf

Some States and many employers require the final exam to be proctored.

Do not solely depend on TLC’s Approval list for it may be outdated.

MOST OF OUR STUDENTS PREFER TO DO THE ASSIGNMENT IN WORD AND E-
MAIL OR FAX THE ASSIGNMENT BACK TO US. WE ALSO TEACH THIS COURSE
IN A CONVENTIONAL HANDS-ON CLASS. CALL US AND SCHEDULE A CLASS
TODAY.

Responsibility

This course contains EPA’s federal rule requirements. Please be aware that each state
implements drinking water, wastewater, safety and security regulations may be more
stringent than EPA’s or OSHA'’s regulations. Check with your state environmental agency
for more information. You are solely responsible in ensuring that you abide with your
Jurisdiction or agency’s rules and regulations.
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Keep this Document

This is a working document. Its purpose is to start the process of security vulnerability assessment
and security enhancement.

Security is not an end point, but a goal that can be achieved only through continued efforts to
assess and upgrade your system. This is a sensitive document. It should be stored separately in
a secure place at your water system.

A duplicate copy should also be retained at a secure off-site location. Access to this document
should be limited to key water system personnel and local officials as well as the state drinking
water primacy agency and others on a need-to-know basis.

SEC. 1433.: 42 USC 300i-2
TERRORIST AND OTHER INTENTIONAL ACTS.

(a) Vulnerability Assessments. --(1) Each community water system serving a population of greater
than 3,300 persons shall conduct an assessment of the vulnerability of its system to a terrorist
attack or other intentional acts intended to substantially disrupt the ability of the system to provide
a safe and reliable supply of drinking water. The vulnerability assessment shall include, but not
be limited to, a review of pipes and constructed conveyances; physical barriers; water collection,
pretreatment, treatment, storage and distribution facilities; electronic, computer or other
automated systems which are utilized by the public water system; the use, storage, or handling
of various chemicals; and the operation and maintenance of such systems. The Administrator,
not later than August 1, 2002, after consultation with appropriate departments and agencies of
the Federal Government and with State and local governments, shall provide baseline information
to community water systems required to conduct vulnerability assessments regarding which kinds
of terrorist attacks or other intentional acts are the probable threats to-- “*(A) substantially disrupt
the ability of the system to provide a safe and reliable supply of drinking water; or

" (B) otherwise present significant public health concerns.

Freedom of Information Act Exception

Exemption 2's "circumvention" protection also should be readily applicable to vulnerability
assessments, which are perhaps the quintessential type of record warranting protection on that
basis; such records generally assess an agency's vulnerability (or that of another institution) to
some form of outside interference or harm by identifying those programs or systems deemed the
most sensitive and describing specific security measures that can be used to counteract such
vulnerabilities. A prime example of vulnerability assessments warranting protection under "high
2" are the computer security plans that all federal agencies are required by law to prepare.

In a decision involving such a document, Schreibman v. United States Department of
Commerce,(93) Exemption 2 coverage was invoked to prevent unauthorized access to
information which could result in "alternation [sic], loss, damage or destruction of data contained
in the computer system."(94) It should be remembered, however, that even such a sensitive
document must be reviewed to determine whether any "reasonably segregable" portion can be
disclosed without harm.
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Various sneaky weapons that a terrorist may use. Top, is a pen-gun, middle a small 5 shot
revolver that can be concealed in a cigarette pack, and a compact .45 semi-automatic that can
be carried inside a pocket. The most popular weapon or tool is the cellular telephone and
computer. The cell phone is the primary bomb detonation device and the computer is a
technological weapon. A thirteen-year-old can hack in to most databases with simple instructions
from YouTube. Be ready because trouble is coming. The FBI says, there is a 100 % chance of a
large weapon of mass destruction happening in American very soon.

Copyright Notice

1999-2018 Technical Learning College (TLC) No part of this work may be reproduced or distributed
in any form or by any means without TLC’s prior written approval. Permission has been sought
for all images and text where we believe copyright exists and where the copyright holder is
traceable and contactable. Other materials including text and artwork are in the public domain or
fair use (the state of belonging or being available to the public as a whole, and therefore not subject
to copyright.) All material that is not credited or acknowledged or referenced in the rear of this
course is the copyright of Technical Learning College. All other unacknowledged references are in
the Water/ Wastewater Sampling and Water Chemistry Courses. Most unaccredited photographs
have been taken by TLC instructors or TLC students. All written, graphic, photographic or other
material is provided for educational information only. We will be pleased to hear from any copyright
holder and will make good on your work if any unintentional copyright infringements were made
as soon as these issues are brought to the editor's attention. This educational training course and
assignment is intended for educational purposes only. Every possible effort was made to ensure
that all information provided in this course is accurate. Therefore, Technical Learning College
accepts no responsibility or liability whatsoever for the application or misuse of any information
included herein.

Requests for acknowledgements or permission to make copies shall be made to the following
address: TLC, P.O. Box 3060, Chino Valley, AZ 86323

Information in this document is subject to change without notice. TLC is not liable for errors or
omissions appearing in this document.
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Contributing Editors

James L. Six Received a Bachelor of Science Degree in Civil Engineering from the University of
Akron in June of 1976, Registered Professional Engineer in the State of Ohio, Number 45031
(Retired), Class IV Water Supply Operator issued by Ohio EPA, Number WS4-1012914-08, Class
Il Wastewater Collection System Operator issued by Ohio EPA, Number WC2-1012914-94

Joseph Camerata has a BS in Management with honors (magna cum laude). He retired as a
Chemist in 2006 having worked in the field of chemical, environmental, and industrial hygiene
sampling and analysis for 40 years.

James Bevan, Water Quality Inspector S.M.E. Twenty years of experience in the environmental
field dealing with all aspects of water regulations on the federal, state, and local levels. Teacher
and Proctor in Charge for Backflow Certification Testing at the ASETT Center in Tucson for the
past 15 years and possess an Arizona Community College, Special Teaching Certificate in
Environmental Studies.

Dr. Pete Greer S.M.E., Retired biology instructor, chemistry and biological review.

Jack White, Environmental, Health, Safety expert, City of Phoenix. Art Credits.
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Homeland Security Presidential Directive

Purpose This information is subject to change

The Nation requires a Homeland Security Advisory System to provide a comprehensive and
effective means to disseminate information regarding the risk of terrorist acts to Federal, State,
and local authorities and to the American people.

Such a system would provide warnings in the form of a set of graduated "Threat Conditions" that
would increase as the risk of the threat increases. At each Threat Condition, Federal departments
and agencies would implement a corresponding set of "Protective Measures" to further reduce
vulnerability or increase response capability during a period of heightened alert.

This system is intended to create a common vocabulary, context, and structure for an ongoing
national discussion about the nature of the threats that confront the homeland and the appropriate
measures that should be taken in response. It seeks to inform and facilitate decisions appropriate
to different levels of government and to private citizens at home and at work.

Homeland Security Advisory System has been changed 4/20/2011

The National Terrorism Advisory System

The National Terrorism Advisory System, or NTAS, replaces the color-coded Homeland Security
Advisory System (HSAS). This new system will more effectively communicate information about
terrorist threats by providing timely, detailed information to the public, government agencies, first
responders, airports and other transportation hubs, and the private sector.

It recognizes that Americans all share responsibility for the nation’s security, and should always
be aware of the heightened risk of terrorist attack in the United States and what they should do.

“The terrorist threat facing our country has evolved significantly over the past ten years, and in
today’s environment — more than ever — we know that the best security strategy is one that counts
on the American public as a key partner in securing our country,” said Secretary Napolitano. “The
National Terrorism Advisory System, which was developed in close collaboration with our federal,
state, local, tribal and private sector partners, will provide the American public with information
about credible threats so that they can better protect themselves, their families, and their
communities.”

Under NTAS, DHS will coordinate with other
federal entities to issue detailed alerts to the public
when the federal government receives information
about a credible terrorist threat.
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Every utility should have a security system in place, even a wastewater treatment plant.

Two “Keys” for your security and safety are hardening and surveillance of your facility.
Document everything--times, names, and license plates.

Video and sound surveillance is only as good as your equipment and the operator.

If you use video security, use a digital format which leaves a “watermark” to insure
authentication. Digital cameras can see up to 100 miles away and record only when there
is “activity”. This type of recording can be placed on a DVD.

Install infrared cameras for areas with no — or low lighting.

Big Brother...

Did you know that video cameras that were easily seen are being replaced by high tech
electronic cameras that cannot be seen by the naked eye.

Soon, you will not see video cameras for they will be smaller and easily hidden and most
people will assume that they are not being watched. There is also an electronic device
similar to a video camera that can see through your clothes to detect weapons.

These devices have been installed at most high security check point and installations.

10
COUNTER-TERRORISM 3/1/2021



"Veni, Vidi, Vici" ("I came, | saw, | conquered").
-- William Shakespeare - Julius Caesar

"For to win one hundred victories in one hundred battles is not the acme of skill. To
subdue the enemy without fighting is the acme of skill."
--Sun Tzu

"Strategy without tactics is the slowest route to victory. Tactics without strategy is the
noise before defeat."
--Sun Tzu

"Winning is not everything. It's the only thing."
-- Vince Lombardi

Terrorist Brief Case: Bolt-cutters, Pry bar to obtain access to your facility, possibly to obtain
other tools to damage your facility. Disposable Cellular telephone communication, possible
concealed weapon inside the telephone, defense weapons that can be hidden in a hollowed out
felt marker, or even in a disposable coffee cup. Simple prescription pill bottles can be used as
several different weapons including an explosive device or a simple “sound suppressor/ silencer”
on afirearm. Just one liter of a biotoxin can contaminate an entire water system of 50,000 people
or your entire utilities’ domestic water supply.

Some security experts believe that normal Chlorinated water will destroy most bacteria and
biotoxins. This is incorrect; because of genetics there are “Superbugs” and “encapsulated bugs”
like coated Aspirin; and de-chlorinating agents, like Sodium Thiosulfate.
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Technical Learning College’s Scope and Function

Welcome to the Program,

Technical Learning College (TLC) offers affordable continuing education for today’s working
professionals who need to maintain licenses or certifications. TLC holds several different
governmental agency approvals for granting of continuing education credit.

TLC’s delivery method of continuing education can include traditional types of classroom lectures
and distance-based courses or independent study. TLC’s distance based or independent study
courses are offered in a print - based distance educational format. We will beat any other training
competitor’s price for the same CEU material or classroom training.

Our courses are designed to be flexible and for you do finish the material on your leisure. Students
can also receive course materials through the mail. The CEU course or e-manual will contain all
your lessons, activities and instruction to obtain the assignments. All of TLC’s CEU courses allow
students to submit assignments using e-mail or fax, or by postal mail. (See the course description
for more information.)

Students have direct contact with their instructor—primarily by e-mail or telephone. TLC’s CEU
courses may use such technologies as the World Wide Web, e-mail, CD-ROMs, videotapes and
hard copies. (See the course description.) Make sure you have access to the necessary
equipment before enrolling, i.e., printer, Microsoft Word and/or Adobe Acrobat Reader. Some
courses may require proctored closed-book exams depending upon your state or employer
requirements.

Flexible Learning

At TLC, there are no scheduled online sessions or passwords you need contend with, nor are you
required to participate in learning teams or groups designed for the "typical" younger campus
based student. You can work at your own pace, completing assignments in time-frames that work
best for you. TLC's method of flexible individualized instruction is designed to provide each
student the guidance and support needed for successful course completion.

Course Structure

TLC's online courses combine the best of online delivery and traditional university textbooks. You
can easily find the course syllabus, course content, assignments, and the post-exam
(Assignment). This student friendly course design allows you the most flexibility in choosing when
and where you will study.

Classroom of One

TLC offers you the best of both worlds. You learn on your own terms, on your own time, but you
are never on your own. Once enrolled, you will be assigned a personal Student Service
Representative who works with you on an individualized basis throughout your program of study.
Course specific faculty members (S.M.E.) are assigned at the beginning of each course providing
the academic support you need to successfully complete each course. Please call or email us for
assistance.
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Satisfaction Guaranteed

We have many years of experience, dealing with thousands of students. We assure you, our
customer satisfaction is second to none. This is one reason we have taught more than 20,000
students.

We welcome you to do the electronic version of the assignment and submit the answer key and
registration to us either by fax or e-mail. If you need this assignment graded and a certificate of
completion within a 48-hour turn around, prepare to pay an additional rush charge of $50.

Contact Numbers

Fax (928) 468-0675
Email Info@tlch2o.com
Telephone (866) 557-1746
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CEU Training Course Description

Utility Counter-Terrorism CEU Training Course

Defending against and responding to Catastrophic Threats. The expertise, technology, and
material needed to build the deadliest weapons known to mankind—including chemical,
biological, radiological, and nuclear weapons—are spreading inexorably. If our enemies acquire
these weapons, they are likely to try to use them.

The consequences of such an attack could be far more devastating than those we suffered on
September 11—a chemical, biological, radiological, or nuclear terrorist attack in the United States
could cause large numbers of casualties, mass psychological disruption, contamination,
significant economic damage, and could overwhelm local medical capabilities.

Protecting Critical Infrastructure and Key Assets. Our society and modern way of life are
dependent on networks of infrastructure—both physical networks such as our utility and
transportation systems and virtual networks such as the Internet. If terrorists attack one or more
pieces of our critical infrastructure, they may disrupt entire systems and cause significant damage
to the Nation.

We must therefore improve protection of the individual pieces and interconnecting systems that
make up our critical infrastructure. Protecting America’s critical infrastructure and key assets will
not only make us more secure from terrorist attack, but will also reduce our vulnerability to natural
disasters, organized crime, and computer hackers.

The basic goal of the Utility Counter-Terrorism course is to make sure utility employers and
employees know about potential terrorist hazards, how to recognize them and, most importantly,
how to protect themselves and correct the hazards.

Reduce America’s vulnerability. Homeland
security involves a systematic, comprehensive,
and strategic effort to reduce America’s
vulnerability to terrorist attack. We must
recognize that as a vibrant and prosperous free
society, we present an ever-evolving, ever-
changing target.

Homeland security. This is a concerted
national effort to prevent terrorist attacks within
the United States; reduce America’s
vulnerability to terrorism; minimize the damage
and have the ability to recover from attacks that
do occur.

Minimize the damage. The United States will prepare to manage the consequences of any future
terrorist attacks that may occur despite our best efforts at prevention.

This course is designed to help minimize the possible incidence or damage from terrorism.
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Where are the Regulations?

Terrorism, Utility Security and Emergency Plans are found in the Federal Response Plan,
Presidential Decision Directive 39, Patriot Act, Homeland Security Presidential Directive
and amendments to the Safe Drinking Water Act.

These Acts and Directives require that our utilities and workplaces are prepared for acts of
terrorism. It's important that you have some basic understanding of the Act and the benefits and
requirements necessary for a safer America.

The federal law or Patriot Act requires that all dangers and escapes in your workplace be fully
evaluated for possible physical or health hazards. And, it mandates that all information relating to
these hazards be available to other agencies in case of a disaster.

SEC. 1433.: 42 USC 300i-2

TERRORIST AND OTHER INTENTIONAL ACTS.

(a) Vulnerability Assessments. --(1) Each community water system serving a population of greater
than 3,300 persons shall conduct an assessment of the vulnerability of its system to a terrorist
attack or other intentional acts intended to substantially disrupt the ability of the system to provide
a safe and reliable supply of drinking water. The vulnerability assessment shall include, but not
be limited to, a review of pipes and constructed conveyances, physical barriers, water collection,
pretreatment, treatment, storage and distribution facilities, electronic, computer or other
automated systems which are utilized by the public water system, the use, storage, or handling
of various chemicals, and the operation and maintenance of such system. The Administrator, not
later than August 1, 2002, after consultation with appropriate departments and agencies of the
Federal Government and with State and local governments, shall provide baseline information to
community water systems required to conduct vulnerability assessments regarding which kinds
of terrorist attacks or other intentional acts are the probable threats to--

“*(A) substantially disrupt the ability of the system to provide a safe and reliable supply of drinking
water; or

"(B) otherwise present significant public health concerns.

This course prepares first responders to take
appropriate actions, such as secure the scene,
initiate self-protective measures, and notify
appropriate agencies of a potential terrorist incident.
It gives learners a general understanding and ability
to recognize terrorist weapons that are biological,
nuclear, incendiary, chemical, or explosive.

Goals v rih

You are one of the first to arrive on the scene of a /.. e e

suspected terrorist incident. As a first responder trained at the awareness Ievel you are among

the first to witness or discover an incident involving criminal activity or terrorism and to initiate an

emergency response sequence by notifying the proper authorities. In this role you need the

following competencies which you can acquire through training and professional experience:

¢ An understanding of what terrorism is and the risks associated with such an incident;

¢ An understanding of the potential outcomes associated with a terrorist incident;

e The ability to recognize the presence of, and identify, criminal activity or terrorism in an
emergency;
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¢ An understanding of the role of the first responder as it relates to components of an
emergency response plan, including site security and the U.S. Department of
Transportation's (DOT) North American Emergency Response Guidebook;

e The ability to realize the need for additional resources, and to make appropriate notifications
to an emergency communication center; and

e The ability to self-protect, keeping responder safety as a priority.
Understand Homeland advisory system and security methods.

CURRICULUM OVERVIEW

This self-study course is designed to provide you with a general introduction to the basic concepts
for first-responder awareness at the scene of a potential terrorist incident. To master the basics
more thoroughly, it is recommended that you complete this course as well as the TLC's
corresponding safety courses, Fire Prevention, Asbestos Awareness, and Hazard
Communication

This course includes nine Chapters, a Glossary, a Curriculum Guide, Appendix A: Terrorism
Annex to the Federal Response Plan, Appendix B: Presidential Decision Directive 39
(Unclassified), and Appendix C: Related Course List.

Chapter 1: Reduce America’s vulnerability. Homeland security involves a systematic,
comprehensive, and strategic effort to reduce America’s vulnerability to terrorist attack. We must
recognize that as a vibrant and prosperous free society, we present an ever-evolving, ever-
changing target.

Homeland security. This is a concerted national effort to prevent terrorist attacks within the
United States, reduce America’s vulnerability to terrorism, and minimize the damage and recover
from attacks that do occur.

Minimize the damage. The United States will prepare to manage the consequences of any
future terrorist attacks that may occur despite our best efforts at prevention.

Chapter 2 Safety

. Be familiar with the company's written procedures for respirator use in normal and
emergency situations and understand why a respirator is necessary

. Understand the different types of respirators and their purposes

. Know how to make respirators fit correctly and how to use the respirator effectively in
emergency situations

. Know the importance of and how to conduct regular inspections, cleaning, and
maintenance of respirators

. Understand the limitations and capabilities of respirators

. Know how to recognize medical signs and symptoms that may limit or prevent the effective

use of respirators

Chapter 3: Terrorism In Perspective defines terrorism, presents a historical perspective,
and provides an overview of potential threats (biological, nuclear, incendiary, chemical, and
explosive).

Chapter 4: Incidents and Indicators identifies criteria for recognizing suspicious incidents;
presents on-scene key indicators, including those for locating terrorist incidents; and lists
outward warning signs and detection clues.
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Chapter 5: Self-Protection includes the types of potential harm encountered at the scene of an
incident, and means of protection.

Chapter 6: Scene Control describes initial response and arrival considerations and the
appropriate course of action for scene isolation and evacuation.

Chapter 7: Notification and Coordination provides procedures for activating response
resources.

Chapter 8: Backflow Awareness Review of water distribution related fundamentals. This
course will cover the basics of backflow prevention, water quality and hydraulic fundamentals.
Backflow Familiarization, Definitions, and Terms.

Chapter 9: Cyberterrorism Review of the different methods of destroying and protection of
your computer files including SCADA and Internet systems.

The Glossary, located at the end of the final Chapter, contains definitions of terms related to
first-responder awareness responsibilities and operations.

A Related Course List and a Bibliography are included to help you continue learning after you
have completed the course. They consist of a list of references and other recommended courses
that may be helpful in learning about emergency response to terrorism.

Target Audience
The primary target audience for this course includes four groups of people, ideally trained to the
awareness level in hazardous materials response:

o utility personnel, water, wastewater, gas, electric
e fire personnel;

e emergency medical service responders; and

e hazardous materials responders, first responders.

In addition, this course also is designed to
benefit

law-enforcement personnel;

e emergency communications personnel;

e jurisdictional emergency coordinators;

e emergency management personnel;

e public works management;
[ ]
[ )
[ )

public health workers;
Armed Forces, Reserves, National Guard; and
disaster response agencies.
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How to Complete this CEU Course

Just a few suggestions to help you gain more from your self-study learning experience. You will
benefit most if you do not rush through this course. Do not try to read it cover-to-cover in one
sitting.

Throughout the text the authors have inserted questions that encourage you to stop reading,
reflect a bit on what you have read, and apply it to your local situation. These questions are
called, "Thinking About My Situation...” You may not be able to answer all of the questions
completely, but the more you reflect on them and try to find answers, the more valuable the
learning experience will be. Some of the questions encourage you to go beyond the text and find
information in other sources. The questions are designed to apply the Chapter objectives to your
local situation.

Final Examination for Credit
Opportunity to pass the final comprehensive examination is limited to three attempts per course
enroliment.

Prerequisites: None

Course Procedures for Registration and Support

All of Technical Learning College’s correspondence courses have complete registration and
support services offered. Delivery of services will include, e-mail, web site, telephone, fax and
mail support. TLC will attempt immediate and prompt service.

When a student registers for a distance or correspondence course, he/she is assigned a start
date and an end date. It is the student's responsibility to note dates for assignments and keep up
with the course work.

If a student falls behind, he/she must contact TLC and request an end date extension in order to
complete the course. It is the prerogative of TLC to decide whether to grant the request. You
may be required to pay $50.00. All students will be tracked by a unique number assigned to the
student.

Instructions for Written Assignments

Utility Counter-Terrorism CEU Training course will be a True/False/Multipliable choice and essay
type of an exam. There will also be an exam at the end of each chapter, but these are not graded
or need to be submitted. TLC will require that the final exam or assignment is typed and preferably
e-mailed to TLC.

You will be tested on the knowledge you have gained from the course. To receive a Technical
Learning College Certificate of Completion, you must score 70 percent or higher in order to
receive the certificate. Upon successful completion, certificates will be mailed within two to three
weeks.

Check with your State agencies to see if the course has been approved for CEU credit

At the end of each Chapter is a final learning activity: "What I Will Do As Follow-up To This
Chapter..." asking you to apply what you have just learned to your local situation. If used
correctly, these final questions could be the springboard to some very worthwhile post-course
action steps for you and your department.
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After you finish reading the Chapter and answer as many of the reflection questions as possible,
you can complete the corresponding learning checks. If you are unable to answer all of the
questions, you may want to read the corresponding materials again.

Both training and written materials will inform you about Fire, Utility Counter-Terrorism, First
Responder and Evacuation work. In the training session, feel free to ask questions about any
information you did not understand. When looking at the written program/exit plan a supervisor
should be able to help you with any questions you might have.

Feedback Mechanism (examination procedures)
Each student will receive a feedback form as part of their study packet. You will find this form in
the front of the course or lesson.

Grading Criteria
In order to successfully pass this course, you will need to have 70% or better on the final exam.

Required Texts

The Utility Counter-Terrorism CEU training course
does not require any other course materials. This
course is complete.

Recordkeeping and Reporting Practices

TLC will keep all student records for a minimum of
seven years. It is your responsibility to give the
completion certificate to the appropriate agencies.

ADA Compliance

TLC will make reasonable accommodations for
persons with documented disabilities. Students
should notify TLC and their instructors of any special needs.

Course content may vary from this outline to meet the needs of this particular group.

Educational Mission of TLC:
To provide TLC students with comprehensive and ongoing training in the theory and skills needed
for the environmental education field,

To provide TLC students with opportunities to apply and understand the theory and skills needed
for a successful career,

To provide opportunities for TLC students to learn and practice environmental educational skills
with members of the community for the purpose of sharing diverse perspectives and experience,

To provide a forum in which students can exchange experiences and ideas related to
environmental education,

To provide a forum for the collection and dissemination of current information related to
environmental education, and to maintain an environment that nurtures academic and personal
growth.
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Utility Counterterrorism Acronyms

ATSA: Aviation and Transportation Security Act
ATTF: Anti-Terrorism Task Force

CBRN: Chemical, Biological, Radiological and Nuclear
CDC: Center for Disease Control

CIA: Central Intelligence Agency

CIAO: Critical Infrastructure Assurance Office
CTC: Counter-Terrorism Center

DCI: Director of Central Intelligence

DHS: Department of Homeland Security

DoD: Department of Defense

DoE: Department of Energy

EIS: Epidemic Intelligence Service

EPA: Environmental Protection Agency

FAA: Federal Aviation Administration

FBI: Federal Bureau of Investigation Wastewater Headworks
FDA: Food and Drug Administration In the top 10 Vulnerable
FEMA: Federal Emergency Management Agency Terrorist Targets, easy to
FTTTF: Foreign Terrorist Tracking Task Force destroy and able to cause
HAN: Health Alert Network mass disease.

HHS: Health and Human Services

HSTF: Homeland Security Task Force

lIPO: Information Integration Program Office

IMS: Incident Management System

INS: Immigration and Naturalization Service

ITDS: International Trade Data System

JTTF: Joint Terrorism Task Force

MRC: Medical Reserve Corps

MLAT: Mutual Legal Assistance Treaty

NCIC: National Crime Information Center

NCS: National Communication System

NDMS: National Disaster Medical System

NEDSS: National Electronic Disease Surveillance System
NIH: National Institutes of Health

NLETS: National Law Enforcement Telecommunications
System

NRC: Nuclear Regulatory Commission

NSA: National Security Agency

NSC: National Security Council

NSDI: National Spatial Data Infrastructure

NWP: Neighborhood Watch Program

OHS: Office of Homeland Security Video Camera
OMB: Office of Management and Budget Inspection
TIPS: Terrorism Information and Preventive Systems

TSA: Transportation Security Administration

TSWG: Technical Support Working Group

VIPS: Volunteers in Police Service

WMD: Weapons of Mass Destruction

WTC: World Trade Center
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Ever thought about a Terrorist using a Fire Hydrant to distribute a contaminant?
It is accidentally done every day by Contractors and easy to conceal as in this photo.

Y,

How about the information access a Terrorist can obtain? Drones, Satellite and detailed
map information of your facility? They probably know more than you think.
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Chapter 1
Reasons Why We Need To Protect Ourselves and Our
Nation.

Section Focus: You will learn the basics of reducing America’s vulnerability to terrorist attack.
At the end of this section, you the student will be able to understand and describe specific utility
security rules, measures and related processes. There is a post quiz at the end of this section to
review your comprehension and a final examination in the Assignment for your contact hours.

Scope/Background: The United States will prepare to manage the consequences of any future
terrorist attacks that may occur despite our best efforts at prevention. Homeland security involves
a systematic, comprehensive, and strategic effort to reduce America’s vulnerability to terrorist
attack. We must recognize that as a vibrant and prosperous free society, we present an ever-
evolving, ever-changing target.

How to make the World’s biggest pipe bomb: Pump a flammable substance into the sewer
system and add ignition or add a pesticide and stop the wastewater treatment system entirely.

How are you going to prepare, delay, observe, and prevent these happenings?

We can’t stop these attacks. All we can do is minimize the damage and prepare for attacks.
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Terrorism: Terrorist attacks. Homeland security is focused on terrorism in the United States.
The National Strategy for Homeland Security characterizes terrorism as any premeditated,
unlawful act dangerous to human life or public welfare that is intended to intimidate or coerce
civilian populations or governments.

This description captures the core concepts shared by the various definitions of terrorism
contained in the U.S. Code, each crafted to achieve a legal standard of specificity and clarity.

This description covers kidnappings; hijackings; shootings; conventional bombings; attacks
involving chemical, biological, radiological, or nuclear weapons; cyber-attacks; and any number
of other forms of malicious violence.

Terrorists can be U.S. citizens or foreigners, acting in concert with others, on their own, or on
behalf of a hostile state.
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The Terrorists

Our enemies seek to remain invisible, lurking in the shadows. We are taking aggressive action to
uncover individuals and groups engaged in terrorist activity, but often we will not know who our
enemy is by name until after they have attempted to attack us.

Therefore, we must uncover more than just the identities of our enemy. We need to analyze the
characteristics shared by terrorists to help us understand where our enemies are weak and where
they are strong.

Terrorists and their tactical advantages. Terrorists enjoy certain tactical advantages. They are
able to choose the time, place, and method of their attacks. As we reduce our vulnerabilities in
one area, they can alter their plans and pursue more exposed targets. They are able to patiently
plan their attacks for months and years. Plans are undoubtedly underway today by terrorist cells
that we have not yet eliminated.

Terrorists also exploit the advantage of relative anonymity. They hide throughout the world, using
the cover of innocent civilians as a shield. Weak states will remain susceptible to terrorist groups
seeking safe haven, and may even cooperate with or actively support terrorists.

Known terrorist groups

Al-Qaeda remains America’s most immediate and serious threat despite our success in disrupting
its network in Afghanistan and elsewhere. While we have captured or killed hundreds of Al-Qaeda
operatives, many remain at large, including leaders working to reconstitute the organization and
resume its operations.

Al-Qaeda operatives and cells will continue to plan attacks against high-profile landmarks and
critical infrastructure at home and against targets in Europe, the Middle East, Africa, and
Southeast Asia. Those attacks may use both conventional and unconventional means in an effort
to create as much destruction and kill as many people as possible.

Al-Qaeda is part of a dangerous trend toward sophisticated terrorist networks spread across many
countries, linked together by information technology, enabled by far-flung networks of financial
and ideological supporters, and operating in a highly decentralized manner. Unlike traditional
adversaries, these terrorist networks have no single “center of gravity” whose destruction would
entail the defeat of the entire organization.

While we have denied Afghanistan as a safe haven for Al-Qaeda, unrest in politically unstable
regions will continue to create an environment conducive to terrorism and capable of providing
sanctuary to terrorist groups.

Hezbollah

Until September 11, Hezbollah was responsible for more American deaths than all other terrorist
groups combined, including those killed in the 1983 bombing of the U.S. Marine Corps barracks

in Lebanon. Hezbollah has never carried out an attack within the United States, but could do so

if the situation in the Middle East worsens or the group feels threatened by U.S. actions.
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Other Terrorist Groups

Other terrorist groups, from Hamas to the Real Irish Republican Army, have supporters in the
United States. To date, most of these groups have largely limited their activities in the United
States to fundraising, recruiting, and low-level intelligence, but many are capable of carrying out
terrorist acts within the United States. Today we have the Mexican drug cartels and we need to
re-examine the terror effect they present to us. There are some that claim the drug cartels and
other foreign terrorists groups are combining their efforts.

Domestic Organizations

Terrorist groups also include domestic organizations. The 1995 bombing of the Murrah Federal
Building in Oklahoma City highlights the threat of domestic terrorist acts designed to achieve mass
casualties. The U.S. government averted seven planned terrorist acts in 1999—two were
potentially large-scale, high-casualty attacks being organized by domestic extremist groups.

Both domestic terrorist groups (such as the National Alliance, the Aryan Nation, and the extremist
Puerto Rican separatist group Los Macheteros) and special interest extremist groups continue to
pose a threat to the peace and stability of our country. The tactics of modern terrorists are
unbounded by the traditional rules of warfare.

Terrorists transform objects of daily life into weapons, visiting death and destruction on
unsuspecting civilians. Defeating this enemy requires a focused and organized response.

Underneath a water treatment plant backwash filter.
Rarely is there an Operator in this area.

Is this an area vulnerable to an attack or sabotage?

Could you monitor this area with video cameras?
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Notable Domestic Terrorist Attacks

Burning of Washington and the White House (1812)

The Burning of Washington was a British invasion of Washington, D.C., the capital of the United
States, during the War of 1812. On August 24, 1814, after defeating the Americans at the Battle
of Bladensburg, a British force led by Major General Robert Ross burned down multiple buildings,
including the White House (then called the Presidential Mansion), the Capitol building, as well as
other facilities of the U.S. government. The attack was in part a retaliation for the recent American
destruction of Port Dover in Upper Canada. The Burning of Washington marks the only time since
the American Revolutionary War that a foreign power has captured and occupied the United
States capital. It was the only significant foreign attack on Washington, D.C. until the September
11 attacks 187 years later, and remains the most devastating attack in the city's history.

The Mountain Meadows Massacre (1857)

The Mountain Meadows massacre was a series of attacks on the Baker—Fancher emigrant wagon
train, at Mountain Meadows in southern Utah. The attacks began on September 7 and culminated
on September 11, 1857, resulting in the mass slaughter of the emigrant party by members of the
Utah Territorial Militia from the Iron County district, a Mormon group, together with some Paiute
Native Americans. Intending to leave no witnesses and thus prevent reprisals, the perpetrators
killed all the adults and older children — about 120 men, women, and children in total. Seventeen
children, all younger than seven, were spared.
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Milwaukee Police Department Bombing (1917)

The Milwaukee Police Department bombing was a November 24, 1917, bomb attack that killed
ten people including nine members of local law enforcement. The perpetrators were never caught
but are suspected to be an anarchist terrorist cell operating in the United States in the early 20th
century. The target was initially an evangelical church in the Third Ward and only killed the police
members when the bomb was brought to the police station by a concerned member of the public.

Wall Street bombing (1920)

The Wall Street bombing was a terrorist incident on September 16, 1920, in the Financial District
of New York City. A horse-drawn wagon filled with 100 pounds (45 kg) of dynamite was stationed
across the street from the headquarters of the J.P. Morgan Inc. bank. The explosion killed 38 and
injured 400. Even though no one was found guilty, it is believed that the act was carried out by
followers of Luigi Galleani.

Burning of Black Wall Street (1921)

On May 31 and June 1, 1921, a white mob started the Tulsa race riot, attacking residents and
businesses of the African-American community of Greenwood in Tulsa, Oklahoma, in what is
considered one of the worst incidents of racial violence in United States History. The attack,
carried out on the ground and by air, destroyed more than 35 blocks of the district, did $30 million
(2017 dollars) in damages, left 10,000 people homeless and up to 300 dead in a town considered
the wealthiest black community in the nation.

16th Street Baptist Church Bombing (1963)

On Sunday, September 15, 1963, members of the United Klans of America set a bomb consisting
of a timing device and fifteen sticks of dynamite to explode at a historically-black church in
Birmingham, Alabama, that was a local focus of the Civil Rights struggle. The explosion killed four
girls between the ages of 11 and 14 and did much other local damage. Three perpetrators were
eventually caught years later and sentenced to life imprisonment for their roles. There had been
other bombings in Birmingham, then grimly known as "Bombingham" for such attacks.

Unabomber Attacks (1978-1995)

From 1978 to 1995, Harvard University graduate and former mathematics professor Theodore
"Ted" Kaczynski — known by the codename "UNABOM" until his identification and arrest by the
FBI — carried out a campaign of sending letterbombs to academics and various individuals
particularly associated with modern technology. In 1996, his manifesto was published in The New
York Times and The Washington Post, under the threat of more attacks. The bomb campaign
ended with his capture.

Attacks by the Jewish Defense League (1980-1985)

In a 2004 congressional testimony, John S. Pistole, Executive Assistant Director for
Counterterrorism and Counterintelligence for the Federal Bureau of Investigation described the
JDL as "a known violent extremist Jewish Organization." FBI statistics show that, from 1980
through 1985, there were 18 terrorist attacks in the U.S. committed by Jews; 15 of those by
members of the JDL. Mary Doran, an FBI agent, described the JDL in a 2004 Congressional
testimony as "a proscribed terrorist group". Most recently, then-JDL Chairman Irv Rubin was jailed
while awaiting trial on charges of conspiracy in planning bomb attacks against the King Fahd
Mosque in Culver City, California, and on the office of Arab-American Congressman Darrell Issa.
In its report, Terrorism 2000/2001, the FBI referred to the JDL as a "violent extremist Jewish
organization" and stated that the FBI was responsible for thwarting at least one of its terrorist acts.
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Oklahoma City Bombing (1995)

This truck bomb attack by Timothy McVeigh and Terry Nichols killed 168 people on April 19, 1995
— the deadliest domestic-based terrorist attack in the history of the United States since the era of
mass lynchings and race riots. It inspired improvements to United States federal building security.

Centennial Olympic Park Bombing (1996)

The Centennial Olympic Park bombing was a terrorist bombing on July 27, 1996, in Atlanta,
Georgia, during the 1996 Summer Olympics, the first of four committed by Eric Robert Rudolph,
former explosives expert for the United States Army. Two people died, and 111 were injured.

Wisconsin Sikh Temple Shooting (2012)

On August 5, 2012, Wade Michael Page fatally shot six people (including himself) and wounded
four others in a mass shooting at a Sikh temple in Oak Creek, Wisconsin. Page was an American
white supremacist and a United States Army veteran from Cudahy, Wisconsin, who was a
member of the neo-Nazi skinhead Hammerskin Nation. All of the dead were members of the Sikh
faith.

Boston Marathon Bombing (2013)

On April 15, 2013, two homemade bombs detonated 12 seconds and 210 yards apart at 2:49 p.m.,
near the finish line of the annual Boston Marathon, killing three people and injuring several
hundred others, including 16 who lost limbs. Kyrgyz-American brothers Dzhokhar Tsarnaev and
Tamerlan Tsarnaev were apprehended and claimed to have been motivated by radical Islamist
beliefs.

Charleston Church Shooting (2015)

On June 17, 2015, Dylann Roof, a 21-year-old white supremacist, went into the Emanuel African
Methodist Episcopal Church in Charleston, South Carolina, and shot and killed nine people
including South Carolina senator Clementa C. Pinckney. Roof was known to be a white
supremacist who admired Apartheid South Africa and Rhodesia and owned a website with a
manifesto both called The Last Rhodesian in which he outlined his views toward blacks, among
other peoples.

San Bernardino Shooting (2015)

On December 2, 2015, 14 people were killed and 24 injured in a mass shooting at the Inland
Regional Center in San Bernardino, California, United States. Syed Rizwan Farook and Tashfeen
Malik targeted a San Bernardino County Department of Public Health training event and holiday
party of about 80 employees in a rented banquet room. Farook was an American-born citizen of
Pakistani descent, while his wife was a Pakistani-born legal resident of the U.S. He had attended
the event as an employee before the shooting. Both had become radicalized through jihadist
material on the internet, and stockpiled supplies in their home.

Orlando Nightclub Shooting (2016)

In the early hours of June 12, 2016, 49 people were killed and 53 were injured in a mass shooting
at the Pulse nightclub in Orlando, Florida. The perpetrator, 29-year-old Omar Mateen, was a
security guard and person of interest to the FBI in 2013 and 2014. At the time, this event was the
deadliest mass shooting in United States history by a single gunman, later eclipsed by the 2017
Las Vegas shooting on October 1, 2017. Additionally, it was the deadliest confirmed terrorist
attack on U.S. soil since the 9/11 attacks and the deadliest attack against LGBT people in U.S.
history.
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Congressional Baseball Shooting (2017)

While the annual Congressional Baseball Game for Charity was going on, James Thomas
Hodgkinson opened fire on Republican Congressmen and Congresswomen on the field such as
U.S. House Majority Whip Steve Scalise, U.S. Capitol Police Officer Crystal Giner, congressional
aide Zack Barth and lobbyist Matt Mika, resulting in 6 getting injured (4 critically) and the
perpetrator getting killed. James Thomas Hodgkinson prior to the shooting was a supporter of
Democratic presidential candidate Bernie Sanders and had liked various left-wing/liberal and anti-
Donald Trump/anti-Republican Facebook pages.

Charlottesville Car Attack (2017)

During the Charlottesville riots/Unite the Right rally on August 11-12, 2017 in Charlottesville,
Virginia, by neo-Nazis, neo-fascists, white nationalists, alt-righters, Southern nationalists and Ku
Klux Klansmen, Vanguard America (VA) member James Alex Fields drove his car into counter-
protesters, killing 1 named Heather Heyer and injuring 28 others.

Pittsburgh Synagogue Shooting (2018)

On October 27, 2018, 11 people died and 6 more were injured at the Tree of Life - Or L'Simcha
Congregation in Pittsburgh, Pennsylvania by Robert Bowers a user of Gab. The attack was
motivated by anti-Semitism and a belief in the white genocide conspiracy theory.

Escondido Mosque Fire and Poway Synagogue Shooting (2019)

On March 24, 2019, a mosque in Escondido, California, was set on fire; no one was injured and
the fire was contained without major damage. The following month, on April 27, 2019, an elderly
Jewish woman named Lori Gilbert-Kaye was killed and three others (including Rabbi Yisroel
Goldstein) were injured at the Chabad of Poway synagogue in Poway, California. The accused
shooter, John T. Earnest, blamed Jews for "white genocide" and other ills in an anti-Semitic and
racist open letter on 8chan confessing to the mosque arson and citing inspiration from the
Christchurch mosque shooter Brenton Harrison Tarrant and Pittsburgh synagogue shooting
perpetrator Robert Bowers.

El Paso Walmart Shooting (2019)

On August 3, 2019, a domestic terrorist attack/mass shooting occurred at a Walmart store in El
Paso, Texas, killing 22 people and injuring 24 others. The attack was carried out by Patrick
Crusius, who wrote a manifesto titled The Inconvenient Truth and posted it on 8chan where he
cited a supposed "Hispanic invasion of Texas" and "simply trying to defend my country from ethnic
and cultural replacement brought on by an invasion" as motivations as well as praising the
perpetrator of the Christchurch, New Zealand, mosque shootings and read his manifesto The
Great Replacement.

32
COUNTER-TERRORISM 3/1/2021



USA Patriot Act

What must we protect? The USA Patriot Act defines critical infrastructure as those “systems
and assets, whether physical or virtual, so vital to the United States that the incapacity or
destruction of such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any combination of those
matters.”

Our critical infrastructures are particularly important because of the functions or services they
provide to our country. Our critical infrastructures are also particularly important because they are
complex systems: the effects of a terrorist attack can spread far beyond the direct target, and
reverberate long after the immediate damage.

America’s critical infrastructure encompasses a large number of sectors. Our agriculture, food,
and water sectors, along with the public health and emergency services sectors, provide the
essential goods and services Americans need to survive. Our institutions of government
guarantee our national security and freedom, and administer key public functions.

Our defense industrial base provides essential capabilities to help safeguard our population from
external threats. Our information and telecommunications sector enables economic productivity
and growth, and is particularly important because it connects and helps control many other
infrastructure sectors. Our utilities, transportation, banking and finance, chemical industry, and
postal and shipping sectors help sustain our economy and touch the lives of Americans every
day.

The assets, functions, and systems within each critical infrastructure sector are not equally
important. The transportation sector is vital, but not every bridge is critical to the Nation as a
whole. Accordingly, the federal government will apply a consistent methodology to focus its effort
on the highest priorities, and the federal budget will differentiate resources required for critical
infrastructure protection from resources required for other important protection activities.

The federal government will work closely with state and local governments to develop and apply
compatible approaches to ensure protection for critical assets, systems, and functions at all
levels of society. For example, utilities, local schools,
courthouses, and bridges are critical to the communities they
serve.

Protecting America’s critical infrastructure and key assets
requires more than just resources. The federal government can
use a broad range of measures to help enable state, local, and
private sector entities to better protect the assets and
infrastructures they control.

For example, the government can create venues to share
information on infrastructure vulnerabilities and best-practice
solutions, or create a more effective means of providing specific
and useful threat information to non-federal entities in a timely
fashion.
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A ticking time bomb, all it needs is a Terrorist to set the fuse. A possible diversion? A possible
“Sucker Punch’?

Ever thought about the access Trash Collection or Delivery Vehicles have and the potential for
Terrorist to use these trucks for a bomb or to sneak into your facility?

The Secret Service will shut down and search Routine Delivery and Sanitation Trucks within a 5
mile area when the President is in the area. They create a wall of steel to protect the President.

How about the security at your facility? Is it an elderly or unskilled person? Is there a real live
person? In most cases, it is an unskilled or uneducated person who may have a criminal
background. Think about the importance of a background check and reference checks.

What about the access to your facility that a Landscaper has?
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Critical Infrastructure Sectors
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Transportation
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Major Initiatives

Unify America’s infrastructure protection effort in the Department of Homeland Security.
Our country requires a single accountable official to ensure we address vulnerabilities that involve
more than one infrastructure sector or require action by more than one agency.

Our country also requires a single accountable official to assess threats and vulnerabilities
comprehensively across all infrastructure sectors to ensure we reduce the overall risk to our
country, instead of inadvertently shifting risk from one potential set of targets to another.

The Department of Homeland Security will assume responsibility for integrating and coordinating
federal infra-structure protection responsibilities.

The Department of Homeland Security would consolidate and focus the activities performed by
the Critical Infrastructure Assurance Office (currently part of the Department of Commerce) and
the National Infrastructure Protection Center (FBI), less those portions that investigate computer
crime.

The Department would augment those capabilities with the Federal Computer Incident Response
Center (General Services Administration), the Computer Security Division of the National
Institute of Standards and Technology (Commerce), and the National Communications System
(Defense).

The Department of Homeland Security would also unify the responsibility for coordinating cyber
and physical infrastructure protection efforts.

Currently, the federal government divides responsibility for cyber and physical infrastructure, and
key cyber security activities are scattered in multiple departments.

While securing cyberspace poses unique challenges and issues, requiring unique tools and
solutions, our physical and cyber infrastructures are interconnected.

The devices that control our physical systems, including our electrical distribution system,
transportation systems, dams, and other important infrastructure, are increasingly connected to
the Internet.
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Thus, the consequences of an attack on our cyber infrastructure can cascade across many
sectors. Moreover, the number, virulence, and maliciousness of cyber-attacks have increased
dramatically in recent years.

Hoover Dam
If your water comes from surface water or impounded water, are you prepared for a
water shortage or catastrophic flood from a levee or dam break?

Have you wondered why they built an expensive bridge over the dam?
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Intelligence Report and What to Expect

Juval Aviv was the Israeli Agent upon whom the movie "Munich" was based. He was Golda Meir's
bodyguard -- she appointed him to track down and bring to justice the Palestinian terrorists who
took the Israeli athletes hostage and killed them during the Munich Olympic Games.

In a lecture in New York City a few weeks ago, he shared information that EVERY American needs
to know -- but that our government has not yet shared with us.

He predicted the London subway bombing on the Bill O'Reilly show on Fox News, stating publicly
that it would happen within a week. At the time, O'Reilly laughed and mocked him saying that in a
week he wanted him back on the show. But, unfortunately, within a week the terrorist attack had
occurred.

Juval Aviv gave intelligence (via what he had gathered in Israel and the Middle East) to the Bush
Administration about 9/11, a month before it occurred. His report specifically said they would use
planes as bombs and target high profile buildings and monuments. Congress has since hired him
as a security consultant. Now for his future predictions. He predicts the next terrorist attack on the
U.S. will occur very soon.

Forget hijacking airplanes, because he says terrorists will NEVER try and hijack a plane again, as
they know the people onboard will never go down quietly again. Aviv believes our airport security
is a joke -- that we have been reactionary, rather than proactive, in developing strategies that are
truly effective.

For example:
1) Our airport technology is outdated. We look for metal, and the new explosives are made of
plastic.

2) He talked about how some idiot tried to light his shoe on fire. Because of that, now everyone
has to take off their shoes. A group of idiots tried to bring aboard liquid explosives. Now we can't
bring liquids on board. He says he's waiting for some suicidal maniac to pour liquid explosive on
his underwear, at which point, security will have us all traveling naked! Every strategy we have is
reactionary.

3) We only focus on security when people are heading to the gates. Aviv says that if a terrorist
attack targets airports in the future, they will target busy times on the front end of the airport
when/where people are checking in. It would be easy for someone to take two suitcases of
explosives, walk up to a busy check-in line, ask a person next to them to watch their bags for a
minute while they run to the restroom or get a drink, and then detonate the bags BEFORE security
even gets involved. In Israel, security checks bags BEFORE people can even ENTER the airport.

Aviv says the next terrorist attack here in America is imminent and will involve suicide bombers
and non-suicide bombers in places where large groups of people congregate. (I. E., Disneyland,
Las Vegas casinos, big cities (New York, San Francisco, Chicago, etc.) and that it will also include
shopping malls, subways in rush hour, water facilities, train stations, etc., as well as rural America
this time (Wyoming, Montana, etc.).

The attack will be characterized by simultaneous detonations around the country (terrorists like
big impact), involving at least 5-8 cities, including rural areas.
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Aviv says terrorists won't need to use suicide bombers in many of the larger cities, because at
places like the MGM Grand in Las Vegas, they can simply valet park a car loaded with explosives
and walk away.

Aviv says all of the above is well known in intelligence circles, but that our U. S. Government does
not want to "alarm American citizens" with the facts. The world is quickly going to become "a
different place", and issues like "global warming" and political correctness will become totally
irrelevant.

On an encouraging note, he says that Americans don't have to be concerned about being nuked.
Aviv says the terrorists who want to destroy America will not use sophisticated weapons. They
like to use suicide as a front-line approach. It's cheap, it's easy, it's effective; and they have an
infinite abundance of young militants more than willing to "meet their destiny".

He also says the next level of terrorists, over which America should be most concerned, will
not be coming from abroad. But will be, instead, 'homegrown' — having attended and been
educated in our own schools and universities right here in the U.S. He says to look for "students"
who frequently travel back and forth to the Middle East. These young terrorists will be most
dangerous because they will know our language and will fully understand the habits of
Americans; but that we Americans won't know/understand a thing about them.

Aviv says that, as a people, Americans are unaware and uneducated about the terrorist threats
we will, inevitably, face. America still has only have a handful of Arabic and Farsi speaking people
in our intelligence networks, and Aviv says it is critical that we change that fact SOON.

So, what can America do to protect itself? From an intelligence perspective, Aviv says the U.S.
needs to stop relying on satellites and technology for intelligence. We need to, instead, follow
Israel's, Ireland's and England's hands-on examples of human intelligence, both from an
infiltration perspective as well as to trust "aware" citizens to help. We need to engage and educate
ourselves as citizens; however, our U. S. government continues to treat us, its citizens, "like
babies". Our government thinks we "can't handle the truth" and are concerned that we'll panic if
we understand the realities of terrorism. Aviv says this is a deadly mistake.

Aviv recently created/executed a security test for our Congress, by placing an empty briefcase in
five well-traveled spots in five major cities. The results? Not one person called 911 or sought a
policeman to check it out. In fact, in Chicago, someone tried to steal the briefcase!

In comparison, Aviv says that citizens of Israel are so well "trained" that an unattended bag or
package would be reported in seconds by citizen(s) who know to publicly shout, "Unattended
Bag!" The area would be quickly & calmly cleared by the citizens themselves. But, unfortunately,
America hasn't been yet "hurt enough" by terrorism for their government to fully understand the
need to educate its citizens or for the government to understand that it's their citizens who are,
inevitably, the best first-line of defense against terrorism.

Aviv also was concerned about the high number of children here in America who were in
preschool and kindergarten after 9/11, who were "lost" without parents being able to pick them
up, and about our schools that had no plan in place to best care for the students until parents
could get there. (In New York City, this was days, in some cases!)
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He stresses the importance of having a plan, that's agreed upon within your family, to respond to,
in the event of a terrorist emergency. He urges parents to contact their children's schools and
demand that the schools, too, develop plans of actions, as they do in Israel.

Does your family know what to do if you can't contact one another by phone?

Where would you gather in an emergency?

He says we should all have a plan that is easy enough for even our youngest children to
remember and follow.

Aviv says that the U. S. government has in force a plan that, in the event of another terrorist
attack, will immediately cut-off EVERYONE's ability to use cell phones, blackberries, etc... as
this is the preferred communication source used by terrorists and is often the way that their
bombs are detonated.

How will you communicate with your loved ones in the event you cannot speak?

You need to have a plan.
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Consistent water monitoring is required by the State. Many water providers require
non-compliance water sampling to ensure the water is safe.
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Aimed at targeting Dallas home of ex-president Bush
FBI charges Saudi man with plotting terrorist attack

February 24, 2011 The FBI has arrested a 20-year-old Saudi student in Texas suspected of
planning a terrorist attack using explosive chemicals. The FBI said his possible targets included
the Dallas home of former President George W. Bush.

Khalid Ali-M al-Dawsari, 20, a Saudi national who came to Texas on student visa in 2008, was
arrested late Wednesday and faces charges of attempted use of a weapon of mass destruction,
according to AFP.

According to the FBI, al-Dawsari wrote himself an email entitled "NICE TARGETS," and then
listed two types of targets: hydroelectric dams and nuclear power plants. In another email titled
"Tyrant's House," he listed the address of Bush's home The authorities' affidavit also alleges
that al-Dawsari researched using dolls to hide explosives and concealing them in a backpack to
target a nightclub.

Prosecutors said al-Dawsari, who was admitted into the United States in 2008 on a student visa,
posted extremist messages on a blog, vowing jihad. "You who created mankind... grant me
martyrdom for Your sake and make jihad easy for me only in Your path," he wrote.

Earlier this month, a chemical supplier reported his suspicions about al-Dawsari to the FBI, after
the man tried to buy large amounts of phenol, which can be used to make explosives. He had
tried to have the chemical sent to a freight company, which refused it.

Searches of his apartment uncovered chemicals, beakers and flasks, wiring and a Hazmat suit,
among other items, the FBI said. Agents also allegedly discovered a journal which revealed that
al-Dawsari came to the United States specifically for terror attacks. One entry describes how al-
Dawsari said his scholarship "will help tremendously in providing me with the support | need for
Jihad."

"And now, after mastering the English language, learning how to build explosives and
continuous planning to target the infidel Americans, it is time for Jihad," he wrote, according to
the FBI affidavit.

He was allegedly planning on renting several cars using different identifications, putting bombs
in them and fleeing. Al-Dawsari faces life in prison and is expected to make his first court
appearance in Texas on Friday.

What is Terrorism?

The unlawful use of force or violence committed by a group or individual against persons or
property to intimidate or coerce a government, the civilian population, or any segment thereof, in
furtherance of political or social objectives.

-- U.S. Department of Justice
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The Means of Attack

Terrorism is not so much a system of belief, like fascism or communism, as it is a strategy and a
tactic— a means of attack. In this war on terrorism, we must defend ourselves against a wide
range of means and methods of attack. Our enemies are working to obtain chemical, biological,
radiological, and nuclear weapons for the stated purpose of killing vast numbers of Americans.

Terrorists continue to employ conventional means of attack, such as bombs and guns. At the
same time, they are gaining expertise in less traditional means, such as cyber-attacks. Lastly, as
we saw on September 11, our terrorist enemies are constantly seeking new tactics or unexpected
ways to carry out their attacks and magnify their effects.

Weapons of mass destruction. The knowledge, technology, and materials needed to build
weapons of mass destruction are spreading. These capabilities have never been more accessible
and the trends are not in our favor. If our terrorist enemies acquire these weapons and the means
to deliver them, they are likely to try to use them, with potential consequences far more
devastating than those we suffered on September 11.

Terrorists may conceivably steal or obtain weapons of mass destruction, weapons-usable fissile
material, or related technology from states with such capabilities.

Several state sponsors of terrorism already possess or are working to develop weapons of mass
destruction, and could provide material or technical support to terrorist groups.

Chemical weapons are extremely lethal and capable of producing tens of thousands of casualties.
They are also relatively easy to manufacture, using basic equipment, trained personnel, and
precursor materials that often have legitimate dual uses. As the 1995 Tokyo subway attack
revealed, even sophisticated nerve agents are within the reach of terrorist groups.

Biological weapons, which release large quantities of living, disease-causing microorganisms,
have extraordinary lethal potential. Like chemical weapons, biological weapons are relatively easy
to manufacture, requiring straightforward technical skills, basic equipment, and a seed stock of
pathogenic microorganisms.

Biological weapons are especially dangerous because we may not know immediately that we
have been attacked, allowing an infectious agent time to spread. Moreover, biological agents can
serve as a means of attack against humans as well as livestock and crops, inflicting casualties as
well as economic damage.

Radiological weapons, or “dirty bombs,” combine radioactive material with conventional
explosives. They can cause widespread disruption and fear, particularly in heavily populated
areas. See Chapter 3 for detailed information.

Nuclear weapons have enormous destructive potential. Terrorists who seek to develop a nuclear
weapon must overcome two formidable challenges. First, acquiring or refining a sufficient quantity
of fissile material is very difficult—though not impossible.
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Dirty Bombs
Second, manufacturing a workable weapon requires a very high degree of technical capability—
though terrorists could feasibly assemble the simplest type of nuclear device.

To get around these significant though not insurmountable challenges, terrorists could seek to
steal or purchase a nuclear weapon. On May 8, 2002, the FBI captured Abdullah Al Muhajir, a
U.S. citizen allegedly working with al Qaeda to set off a dirty bomb in an American city. This was
unsettling news, to say the least. A dirty bomb is an explosive designed to spread dangerous
radioactive material over a wide area. And when people hear "bomb" and "radioactive" in the
same sentence, their minds jump to nuclear war pretty quickly.

It turns out that a dirty bomb's primary destructive power would probably be panic, not radiation
damage. It's much closer to the power of an ordinary explosive than it is to the widespread
destructive force of a nuclear bomb. But the fear of contamination could be debilitating, in the
same way as 2001's anthrax scare terrorized much of the American populace, even though
only a few people were

Conventional means. While we must prepare for attacks that employ the most destructive
weapons, we must also defend against the tactics that terrorists employ most frequently.
Terrorists, both domestic and international, continue to use traditional methods of violence and
destruction to inflict harm and spread fear. They have used knives, guns, and bombs to kill the
innocent.

They have taken hostages and spread propaganda. Given the low expense, ready availability of
materials, and relatively high chance for
successful execution, terrorists will
continue to make use of conventional
attacks.

Cyber-attacks. Terrorists may seek to
cause widespread disruption and
damage, including casualties, by
attacking our electronic and computer
networks, which are linked to other
critical infrastructures such as our
energy, financial, and securities
networks.

Terrorist groups are already exploiting
new information technology and the
Internet to plan attacks, raise funds, ?
spread propaganda, collect information, and communicate securely. As terrorists further
develop their technical capabilities and become more familiar with potential targets, cyber-
attacks will become an increasingly significant threat.

New or unexpected tactics. Our terrorist enemies are constantly seeking new tactics or
unexpected ways to carry out attacks. They are continuously trying to find new areas of
vulnerability and apply lessons learned from past operations in order to achieve surprise and
maximize the destructive effect of their next attack. Our society presents an almost infinite array
of potential targets, allowing for an enormously wide range of potential attack methods.
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Let’s Meet the Terrorists
Some of these people are considered Heroes as well.

Edward Joseph "Ed" Snowden (born June 21, 1983) is an American computer specialist and
former CIA employee and NSA contractor who disclosed up to 200,000 classified documents to
the press. The cache contains details primary about the United States' NSA mass surveillance
program, as well as its counterparts such as the British GCHQ and Israel's ISNU. Currently living
in Russia under temporary asylum, Snowden is considered a fugitive by American authorities who
have charged him with espionage and theft of government property.

Snowden's release of NSA material was called the most significant leak in US history by Pentagon
Papers leaker Daniel Ellsberg. Based on disclosures leaked to The Guardian in May 2013, while
employed by NSA contractor Booz Allen Hamilton, a series of exposés was published revealing
Internet surveillance programs such as the PRISM, XKeyscore, Tempora, STORMBREW and
MUSCULAR, as well as the interception of US and European telephone metadata.

Snowden has been a subject of controversy: he has been variously called a hero, a whistleblower,
a dissident, a traitor, and a patriot. Response from US officials has been similarly varied; Director
of National Intelligence James Clapper condemned Snowden's actions as having done "huge,
grave damage" to US intelligence capabilities, while United States Secretary of State John Kerry
admitted that the NSA had gone "too far" in some of its surveillance activities and promised that
it would be stopped.

In Snowden's own words, his "sole motive" for leaking the documents was "to inform the public
as to that which is done in their name and that which is done against them." The disclosures have
fueled debates over mass surveillance, government secrecy, and the balance between national
security and information privacy. Snowden first made contact with Glenn Greenwald, a journalist
working at The Guardian, in late 2012. He contacted Greenwald anonymously and said he had
"sensitive documents" that he would like to share.

43
COUNTER-TERRORISM 3/1/2021



Greenwald found the measures that the source asked him to take to secure their communications,
such as encrypting email, too annoying to employ. Snowden then contacted documentary
filmmaker Laura Poitras in January 2013.

According to Poitras, Snowden chose to contact her after seeing her report on NSA whistleblower
William Binney in The New York Times. The Guardian reported that what originally attracted
Snowden to both Greenwald and Poitras was a Salon article penned by Greenwald detailing how
Poitras' controversial films had made her a "target of the government". Greenwald began working
with Snowden in either February or in April after Poitras asked Greenwald to meet her in New
York City, at which point Snowden began providing documents to them both. Barton Gellman,
writing for The Washington Post, says his first "direct contact" was on May 16, 2013. According
to Gellman, Snowden approached Greenwald after the Post declined to guarantee publication of
all 41 of the PRISM PowerPoint slides within 72 hours and publish online an encrypted code
allowing Snowden the ability to later prove that he was the source.

Snowden communicated using encrypted email, using the codename "Verax". He asked not to
be quoted at length for fear of identification by semantic analysis.

According to Gellman, prior to their first meeting in person, Snowden wrote, "l understand that |
will be made to suffer for my actions, and that the return of this information to the public marks
my end."

Snowden also told Gellman that until the articles were published, the journalists working with him
would also be at mortal risk from the United States Intelligence Community "if they think you are
the single point of failure that could stop this disclosure and make them the sole owner of this
information."

In May 2013, Snowden was permitted temporary leave from his position at the NSA in Hawaii, on
the pretext of receiving treatment for his epilepsy. In mid-May Snowden gave an electronic
interview to Poitras and Jacob Appelbaum which was published weeks later by Der Spiegel. On
May 20, 2013, Snowden flew to Hong Kong, where he was staying when the initial articles about
the NSA that he had leaked were published. Among other specifics, Snowden divulged the
existence and functions of several classified US surveillance programs and their scope, including
notably PRISM, NSA call database, and Boundless Informant.

He also revealed details of Tempora, a British black-ops surveillance program run by the NSA's
British partner, GCHQ. In July 2013, Greenwald stated that Snowden had additional sensitive
information about the NSA that he has chosen not to make public, including "very sensitive,
detailed blueprints of how the NSA does what they do". In September 2013, the existence of a
classified decryption program codenamed Bullrun was revealed.

By October 2013, Snowden's disclosures had created tensions between the US and some of its
close allies after they revealed the US had spied on countries including France, Mexico, Germany,
Brazil, Britain, China, and Spain, as well as 35 world leaders.
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Motivations

Snowden's identity was made public by The Guardian at his request on June 9, 2013. He
explained: "I have no intention of hiding who | am because | know | have done nothing wrong."
He added that by revealing his identity he hoped to protect his colleagues from being subjected
to a hunt to determine who had been responsible for the leaks. Snowden explained his actions
saying: "l don't want to live in a society that does these sort of things [surveillance on its citizens]...
| do not want to live in a world where everything | do and say is recorded... My sole motive is to
inform the public as to that which is done in their name and that which is done against them."

When Snowden met with representatives of human rights organizations on July 12, he said:
The 4th and 5th Amendments to the Constitution of my country, Article 12 of the Universal
Declaration of Human Rights, and numerous statutes and treaties forbid such systems of
massive, pervasive surveillance. While the US Constitution marks these programs as
illegal, my government argues that secret court rulings, which the world is not permitted
to see, somehow legitimize an illegal affair....

| believe in the principle declared at Nuremberg in 1945: "Individuals have international
duties which transcend the national obligations of obedience. Therefore individual citizens
have the duty to violate domestic laws to prevent crimes against peace and humanity from
occurring."

Snowden, in an early June email sent to the Washington Post, said that in the past, whistleblowers
had been 'destroyed by the experience’, and that he wanted to "embolden others to step forward"
by demonstrating that "they can win". In October, Snowden spoke out again on his motivations
for the leaks in an interview with the New York Times, saying that the system for reporting
problems does not work. "You have to report wrongdoing to those most responsible for it",
Snowden explained, and pointed to the lack of whistleblower protection for government
contractors, the use of the 1917 Espionage Act to prosecute leakers, and his belief that had he
used internal mechanisms to 'sound the alarm’, his revelations "would have been buried forever".
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Abu Musab al-Suri

Mustafa bin Abd al-Qadir Sitt Maryam Nasar (Arabic: Jbai a s s )3l ae ¢ Ahaas, also known
as Abu Musab al-Suri) is a suspected al-Qaeda member and writer. He has held Spanish
citizenship since the late 1980s following marriage to a Spanish woman.

He is considered by many as 'the most articulate exponent of the modern jihad and its most
sophisticated strategies'.

Nasar was reportedly captured in the Pakistani city of Quetta in late October 2005, although
exactly where and when is disputed. He was captured by Pakistani security forces and handed
over to American custody a month or so later. He was not among the 14 high-profile al-Qaida
suspects transferred to the Guantanamo Bay detention camp in late 2006, and it appears that
Nasar was renditioned to Syria, where he was a wanted man. He is also wanted in Spain for the
1985 El Descanso bombing, which killed eighteen people, and (as a witness) in connection with
the 2004 Madrid train bombings.

Ever since the death of Osama bin Laden, President Obama and his senior lieutenants have been
telling war-weary Americans that the end of the nation's longest conflict is within sight. "Core al-
Qaida is a shell of its former self," Obama said in a speech in May. "This war, like all wars, must
end." That was the triumphal tone of last year's reelection campaign, too.
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The truth is much grimmer. Intelligence officials and terrorism experts today believe that the death
of bin Laden and the decimation of the Qaida "core" in Pakistan only set the stage for a rebirth of
al-Qaida as a global threat. Its tactics have morphed into something more insidious and
increasingly dangerous as safe havens multiply in war-torn or failed states—at exactly the
moment we are talking about curtailing the National Security Agency's monitoring capability. And
the jihadist who many terrorism experts believe is al-Qaida 's new strategic mastermind,

Abu Musab al-Suri (a nom de guerre that means "the Syrian"), has a diametrically different
approach that emphasizes quantity over quality. The red-haired, blue-eyed former mechanical
engineer was born in Aleppo in 1958 as Mustafa Setmariam Nasar; he has lived in France and
Spain. Al-Suri is believed to have helped plan the 2004 train bombings in Madrid and the 2005
bombings in London—and has been called the "Clausewitz" of the new al-Qaida.

Whereas bin Laden preached big dramatic acts directed by him and senior Qaida leaders, al-Suri
urges the creation of self-generating cells of lone terrorists or small groups in his 1,600-page
Internet manifesto. They are to keep up attacks, like multiplying fleas on a dog that finds itself
endlessly distracted—and ultimately dysfunctional. (A classic Western book on guerrilla warfare
called The War of the Flea reportedly influenced al-Suri.) The attacks are to culminate, he hopes,
in acts using weapons of mass destruction.

"l think al-Qaida's capabilities for a strike into the United States are more dangerous and more
numerous than before 9/11."

Recent terrorist attacks against U.S. targets, from the murderous 2009 spree of Army Maj. Nidal
Malik Hasan at Fort Hood to the Boston Marathon bombings last year, suggest that al-Suri's
philosophy dominates al-Qaida's newly flattened hierarchy. The late Yemeni-American imam
Anwar al-Awlaki, who preached this strategy and induced Hasan's attack, is said to have
developed his ideas from al-Suri's. Meanwhile, with new refuges in North Africa, Syria, and
Yemen, jihadists have much more territory from which to hatch plots unmolested.

Yet the politics at home are changing as the threat abroad is growing.

The revelations dribbled out by fugitive leaker Edward Snowden have outraged members of
Congress and world leaders, including those of close allies such as Germany and France. They
say they are aghast at American overreach. Writing in Der Spiegel, Snowden justified himself this
way: "Instead of causing damage, the usefulness of the new public knowledge for society is now
clear, because reforms to politics, supervision, and laws are being suggested." Thanks to him,
Congress will almost certainly rein in the National Security Agency's data-trolling methods—
though it's not yet clear how much.

But the agency's opponents may not realize that the practice they most hope to stop—its
seemingly indiscriminate scouring of phone data and emails—is precisely what intelligence
officials say they need to detect the kinds of plots al-Suri favors. For the foreseeable future, al-
Suri's approach will mean more terrorist attacks against more targets—albeit with a much lower
level of organization and competence. "It's harder to track. Future attacks against the homeland
will be less sophisticated and less lethal, but there's just going to be more of them," says Michael
Hayden, the former NSA director who steered the agency after 9/11 toward deep dives into
Internet and telephonic data. Adds Mike Rogers, chairman of the House Intelligence Committee,
"l think al-Qaida's capabilities for a strike into the United States are more dangerous and more
numerous than before 9/11." For better or worse, the only hope to track them all is an exceptionally
deep, organized, and free-ranging intelligence apparatus, experts say.
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Appearances

Nasar has ginger hair, green eyes, and a brown complexion. He was born and grew up in Aleppo
in Syria, and attended four years of university studies there at the University of Aleppo's
Department of mechanical engineering. In 1980, he joined the Combatant Vanguard organization,
a radical offshoot of the Syrian Muslim Brotherhood, which was at the forefront in the Islamic
uprising in Syria against Hafez Assad's regime. Nasar was forced to flee Syria at the end of 1980.
He then joined the Syrian Muslim Brotherhood organization in exile, receiving training at their
bases and safe houses in Iraq and Jordan.

He is reported to have participated in the
uprising of Hama in 1982. He emigrated to
France and later to Spain in the mid-1980s.

In 1987, Nasar and a small group of Syrian
friends left Spain for Peshawar where they
met Abdallah Azzam, the godfather of the
Arab-Afghan movement. Nasar was enlisted
as a military trainer at the camps for Arab
volunteer fighters, and he also fought at the
frontlines against Soviet Union in Afghanistan
and the Communist regime in Kabul after the
Soviet withdrawal in 1988.

Nasar met Osama bin Laden in Peshawar
and claims to have been a member of his
inner circle and working for bin Ladin until
sometime around 1992, when Nasar returned
to Spain. In Peshawar, Nasar became well-
known under his pen name Umar Abd al-
Hakim after he published a 900 page treatise r'--.
in May 1991, entitled 'The Islamic jihadi
revolution in Syria’, also known as 'the Syrian d
Experience' (al-tajrubah al-suriyyah). The treatise was a vehement attack on the Muslim
Brotherhood and constituted an important part of the intellectual foundation for al-Qaida and the
jihadi current during the 1990s.

From 1985 to 1995 Nasar adopted Spain as his primary place of residence, even though he
traveled extensively and spent much time in Afghanistan. In Spain, he married his wife Elena
Moreno in 1987 (or 88), who converted to Islam, which allowed him to become a Spanish citizen.
They have four children.

Among his associates there were Imad Eddin Yarkas alias Abu Dahdah, head of al-Qaeda's
Madrid cell, who was arrested in November 2001, on suspicion of membership in al-Qaida and of
involvement in the 11 September 2001 attacks in the United States. He was later acquitted of
charges of assisting the 9/11 plotters, but convicted of membership in a terrorist organization.
Nasar first moved to London in 1994, and brought his family along in mid-1995. It is possible that
he fled Spain because of suspicions he was involved in the 1995 Islamist terror bombings in
France. For a time Nasar edited al-Ansar, the most important jihadi magazine at the time, with
ties to the Algerian Armed Islamic Group (GIA).
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Nasar left the journal in 1996 partly due to disagreements with the new GIA leadership in Algeria
and partly as a result of a conflict with its chief editor, Umar Mahmud Uthman Abu Umar, better
known as Abu Qatada al-Filastini. The latter is widely regarded as al-Qaeda's principal cleric in
Europe.

In 1997, Nasar established a media company called Islamic Conflict Studies Bureau with
Mohamed Bahaiah. Through this media office he facilitated two important media events for bin
Ladin in Afghanistan, in particular Peter Bergen's famous CNN interview with bin Laden in March
1997.

In the autumn of 1997 Nasar left London for Afghanistan, operating initially as a lecturer and
trainer in the Arab-Afghan camps and guesthouses. He settled there with his family in 1998. In
1999 he formed a media and research center in Kabul and in 2000 he was allowed to open his
own ftraining camp, the al-Ghuraba Camp, located in Kargha, near Kabul. Nasar's camp was
formally part of Taliban's Ministry of defense, and separate from al-Qaida and bin Ladin's
organization, whom he had fallen out with in 1998. In a seven-page letter from mid-1998, Nasar
launched scathing criticism of bin Ladin for his disdain al-Qaeda has shown towards the Taliban
leadership of Afghanistan, including Mullah Omar. He is also highly critical of their strategies, and
has denounced al-Qaeda's 1998 attacks on the US embassies in East Africa, and the 11
September attack on New York's Twin Towers, which he argues put a catastrophic end to the
jihadi cause.

Due to his prolific writings on strategic and political issues, and his guerrilla warfare experience,
Nasar was a popular lecturer and to a certain degree an unofficial adviser for a wide range of
jihadi groups in Afghanistan. Organizationally, however, he remained a rather independent figure.
While some reports have linked him to Abu Musab al-Zarqawi, who later led al-Qaeda's
component of the insurgency in Iraq, his network of contacts was much wider, and included jihadis
from Morocco, Algeria, Libya, Egypt, Syria, Lebanon, Iragi Kurdistan, Saudi Arabia, Yemen,
Uzbekistan, and elsewhere. Media reports have also alleged that one of his associates, the
Moroccan Amer Azizi, (Uthman al-Andalusi), had met 11 September organizers Mohamed Atta
and Ramzi bin al-Shibh in Tarragona, Spain weeks before the attacks, but this seems to be
incorrect.

The American occupation of Iraq, he declares, inaugurated a "historical new period' that almost
single-handedly rescued the jihadi movement just when many of its critics thought it was finished.
In September 2003, Spanish magistrate Baltasar Garzon indicted 35 members of the Madrid cell
for its role in the 11 September attacks, including Nasar. In November 2004, the United States
Department of State named Nasar a Most Wanted Terrorist and offered a reward of US$5 million
for information about his location.
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Boston Marathon Bombings — In our backyard

During the Boston Marathon on April 15, 2013, two pressure cooker bombs exploded at 2:49 pm
EDT (18:49 UTC), killing 3 people and injuring an estimated 264 others. The bombs exploded
about 13 seconds and 210 yards (190 m) apart, near the finish line on Boylston Street.

The Federal Bureau of Investigation (FBI) took over the investigation, and on April 18, released
photographs and surveillance video of two suspects. The suspects were identified later that day
as Dzhokhar and Tamerlan Tsarnaev. Shortly after the FBI released the images, the suspects
allegedly killed an MIT police officer, carjacked an SUV, and initiated an exchange of gunfire with
the police in Watertown, Massachusetts. During the firefight, an MBTA police officer was injured
but survived with severe blood loss. Tamerlan Tsarnaev was run over by his brother Dzhokhar,
who was injured but escaped.

An unprecedented manhunt ensued on April 19, with thousands of law enforcement officers
searching a 20-block area of Watertown. During the manhunt, authorities asked residents of
Watertown and surrounding areas, including Boston, to stay indoors. The public transportation
system and most businesses and public institutions were shut down, creating a deserted urban
environment of historic size and duration. Around 7 pm, shortly after the "shelter-in-place"
advisory was rescinded, a Watertown resident discovered Dzhokhar Tsarnaev hiding in a boat in
his back yard. He was arrested and taken to a hospital shortly thereafter.
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During an initial interrogation in the hospital, Dzhokhar—who had not been read his Miranda
rights—said Tamerlan was the mastermind. He said the brothers were motivated by extremist
Islamist beliefs and the wars in Irag and Afghanistan, and that they were self-radicalized and
unconnected to any outside terrorist groups. He said they had learned to build explosive devices
from an online magazine of the al-Qaeda affiliate in Yemen. He said that he and his brother had
decided after the Boston bombings to travel to New York City to bomb Times Square. Dzhokhar
was charged on April 22, while still in the hospital, with use of a weapon of mass destruction and
malicious destruction of property resulting in death. He has pleaded not guilty to 30 charges

On Patriots' Day, Monday, April 15, 2013, the annual Boston Marathon began without any
indications of an imminent attack. Officials swept the area for bombs twice before the explosions;
the second sweep occurred one hour before the bombs went off. People were able to come and
go freely, and carry bags and items in and out of the area.

At 2:49 pm EDT (18:49 UTC), about two hours after the winner crossed the finish line, but with
more than 5,700 runners yet to finish, two bombs detonated on Boylston Street near Copley
Square about 210 yards (190 m) apart, just before the finish line. The first exploded outside
Marathon Sports at 671-673 Boylston Street at 2:49:43 pm EDT. At the time of the first explosion,
the race clock at the finish line showed 04:09:43, reflecting the elapsed time since the Wave 3
start at 10:40 am EDT. The second bomb exploded at 2:49:57 pm EDT, about 13 seconds later
and one block farther west at 755 Boylston Street.

The blasts blew out windows on adjacent buildings but did not cause any structural damage.
Some runners continued to cross the line until 2:57 pm EDT, 8 minutes after the explosions.

Identification of suspects: Dzhokhar and Tamerlan Tsarnaev

Tamerlan (front) and Dzhokhar Tsarnaev as seen on security camera footage just prior to the
bombing. This and other images released by the FBI taken from other security footage and photos
from bystanders would later be considered a "turning point" in the investigation, leading to the
subsequent manhunt and capture.
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In a news conference held at 5:20 pm on April 18, the FBI released photographs and surveillance
videos showing two suspects—each carrying backpacks and walking nonchalantly but
purposefully in single file formation—and sought the public's help in identifying them. The FBI
released the photos, in part, to limit the damage by those wrongly targeted by incorrect news
reports and social media speculations. Authorities later said that releasing the suspect's photos
"was a turning point in the investigation, no doubt about it."

Jeff Bauman, a victim who lost both legs, was adjacent to the location of one of the bombs; upon
recovering consciousness, he asked for pen and paper and wrote a note to the FBI, "bag, saw
the guy, looked right at me". Bauman was later able to provide detailed descriptions to the
authorities of a suspect who was seen placing a backpack beside him at the bombing scene two
and a half minutes before it exploded, enabling the photo to be identified and circulated quickly.
The suspects, initially identified by the FBI as unnamed suspects 1 and 2 (or "black hat" and
"white hat", respectively) from photographic and video evidence, had "acted differently" after the
explosions; they had stayed to watch the aftermath and walked away "casually", rather than
fleeing. Asked for assistance in identifying the suspects, the public provided a deluge of
photographs and home movie records to police, which were scrutinized by both authorities and
online public social networks.

Despite video footage taken at the scene, the suspects were not identified by authorities before
killing a police officer and hijacking a civilian. The actual source of identification was DMV records
on the Honda vehicle, which was used in a subsequent kidnapping and then abandoned. The
suspects were then identified as two brothers whose family had immigrated to the United States
as refugees around 2002: 26-year-old Tamerlan Tsarnaev, born on October 21, 1986, and killed
on April 19, 2013, and 19-year-old Dzhokhar Tsarnaev, born on July 22, 1993
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Scenes and approximate times of events of April 18-19
A few hours after the photos were released, the suspects allegedly shot Sean A. Collier of the
Massachusetts Institute of Technology Police Department multiple times, killing him for his gun
which they could not get out because of the holster's retention system.

53
COUNTER-TERRORISM 3/1/2021



Collier, aged 27, was seated in his police car near the Stata Center (Building 32), on the
Massachusetts Institute of Technology campus. He was taken to Massachusetts General Hospital
in nearby downtown Boston, where he was pronounced dead. Some law enforcement officials
have described the killing as an assassination.

The duo then allegedly carjacked a Mercedes-Benz SUV in the Allston-Brighton neighborhood of
Boston, Tamerlan taking the owner hostage and telling him that he was responsible for the Boston
bombings and for killing a police officer. Dzhokhar followed them in the green Honda, later joining
them in the Mercedes-Benz. Later interrogation allegedly revealed that the brothers "decided
spontaneously” to go to New York and planned to bomb Times Square.

The suspects forced the hostage to use his ATM cards to obtain $800 in cash until the daily cash
withdrawal limit was reached. They transferred objects to the Mercedes-Benz and one brother
followed it in their Honda Civic, for which an all-points bulletin was issued. The car's owner, Danny,
a Chinese national, escaped while the suspects stopped at a gas station; he ran across the street
to another gas station, asking the clerk to call 911. His cellphone remained in the vehicle, allowing
the police to track it.

Firefight with police

Shortly after midnight on April 19, a Watertown police officer identified the brothers in a Honda
Civic and the stolen SUV, and a "ferocious" gunfight followed on the 100 block of Laurel Ave,
between the brothers and police arriving at the scene. An estimated 200-300 rounds of
ammunition were fired and at least one further bomb and several "crude grenades" were thrown.

According to Watertown Police Chief Edward Deveau, the brothers had an "arsenal of guns." Also
according to Deveau, the older brother, Tamerlan, ran out of ammunition and was tackled and
apprehended by police, while the younger brother Dzhokhar drove the stolen SUV towards police
and proceeded to drive over Tamerlan, dragging him a short distance down the street. Dzhokhar
Tsarnaev sped off, but about a half-mile away at the corner of Spruce and Lincoln streets he
abandoned the car and escaped on foot.

According to two anonymous officials, only one Ruger 9mm pistol was recovered from the scene
and one of them said it had a defaced serial number. The Boston Globe reported that within a 10-
minute span, "police officers fired what may be an unprecedented number of rounds in a single
police incident in recent state history ... [spraying] the neighborhood ... [leaving] at least a dozen
nearby houses pockmarked with dozens of bullet holes". Tamerlan Tsarnaev was captured and
transported to Beth Israel Deaconess Medical Center, where he was pronounced dead on April
19 at 1:35 am The emergency room doctors said that he did not appear to have been run over.

According to the death certificate, Tsarnaev's cause of death was "gunshot wounds of torso and
extremities, blunt trauma to head and torso," and "shot by police then run over and dragged by
motor vehicle." Tamerlan's younger brother Dzhokhar ran him over with an SUV and dragged him
with the vehicle for 20 feet (6.1 m). The death was ruled a homicide.

During the firefight, 33-year-old MBTA Police Officer Richard H. Donahue Jr. was also critically
wounded by what may have been friendly fire. He was taken to Mount Auburn Hospital, where he
was in critical but stable condition. Fifteen other police officers sustained minor injuries during the
firefight.
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Manhunt and capture of Dzhokhar Tsarnaev

The FBI released additional photos of the two during the Watertown incident. Early on April 19,
Watertown residents received reverse 911 calls asking them to stay indoors. On the morning of
April 19, Governor Patrick asked residents of Watertown and adjacent cities and towns (Allston-
Brighton, Boston, Belmont, Brookline, Cambridge, Newton, and to "shelter in place". Somerville
residents also received a reverse-911 call with orders to shelter in place.

A 20-block area of Watertown was cordoned off and residents were told not to leave their homes
or answer the door as officers in tactical gear scoured the area. Helicopters circled the area and
SWAT teams in armored vehicles moved through in formation, with officers going door-to-door.
On the scene were the FBI, the Bureau of Alcohol, Tobacco, Firearms and Explosives, the
Department of Homeland Security, the National Guard, the Boston and Watertown Police
departments and the Massachusetts State Police. The show of force was the first major field test
of the interagency task forces created in the wake of the September 11 attacks.

The entire public transit network, as well as most Boston taxi service, was suspended, as was
Amtrak service to and from Boston. Logan International Airport remained open under heightened
security. Universities, schools, many businesses, and other facilities were closed as thousands
of law enforcement personnel participated in an unprecedented door-to-door manhunt in
Watertown, as well as following up other leads, including at the house the brothers shared in
Cambridge. Seven improvised explosive devices were recovered by bomb squads.

The father of the suspected Boston Marathon bombers, speaking from his home in Makhachkala,
Dagestan, encouraged his son to: "Give up. Give up. You have a bright future ahead of you. Come
home to Russia." He continued, "If they killed him, then all hell would break loose." On television,
Dzhokhar's uncle from Montgomery Village, Maryland, pleaded with him to turn himself in.

Post-capture celebrations in Boston's student-heavy Mission Hill neighborhood.
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The manhunt ended on the evening of April 19, two hours after the shelter-in-place order had
been lifted. Outside the search area, a Watertown resident stepped outside and noticed that the
cover on his boat in his back yard was loose. He looked into the boat and saw a body lying in a
pool of blood, and he promptly notified police. Authorities surrounded the boat and verified
movement through a forward looking infrared thermal imaging device in a State Police helicopter.
When the suspect started poking at the tarp of the boat, police began a large volume of gunfire
at the boat, stopping only after the Superintendent on the scene called for a cease fire.
Celebrations followed law enforcement's capture of Tsarnaev.

According to Boston Police Commissioner Ed Davis, and Watertown Police Chief Deveau,
Tsarnaev was shooting from inside the boat at police, "exchanging fire for an hour." After he was
captured, Tsarnaev was found not to have any weapons. He was taken into custody at 8:42 pm
and transported to Beth Israel Deaconess Medical Center, where he was listed in critical condition
with multiple gunshot wounds to the head, neck, legs and hand. Initial reports that the neck wound
was from a self-inflicted gunshot from a possible suicide attempt were later contradicted by the
revelation that he was unarmed at the time of capture and a desc